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disruptions from affecting the supervised entity's business activities and the entity's monitoring of
external service providers' continuity planning. Contracts with external service providers must
require that the providers analyse, update and test their own systems against disruptions of
activities.

Continuity plans shall be updated on a regular basis and adjusted to changes in the supervised
entity's business activities, services and strategies. Continuity plans shall be tested and the
planned measures practised on a regular basis. Responsibilities for seeing that continuity plans
are up-to-date and tested shall be specifically assigned.

Contingency planning

The requirements to plan for contingencies is based on the Emergency Powers Act and
contingency planning guidelines issued by the authorities. Contingencies are situations as
defined in section 3 of the Emergency Powers Act. Normal continuity arrangements form the
basis for contingency planning for emergency conditions.

As a rule, disruptions last longer in emergency conditions than those accounted for in normal
continuity plans. In addition, the risks associated with emergency conditions are generally more
serious than those prepared for in continuity plans.

The guidelines for contingency planning included here may also be applied to severe disruptions
and crises other than the emergency conditions referred to in the Emergency Powers Act.
Serious disruptions and crises may, for example, be caused by serious threats to functioning of
staff or destruction of a supervised entity's premises or IT environment.

In its decision of 5 December 2013, the Government set general objectives for maintenance
readiness. The guidelines for contingency planning issued by the Financial Maintenance Pool in
2009 provide more specific contingency planning objectives and more detailed guidelines for
contingency planning.

Guideline (paragraphs 23-30)

The FIN-FSA recommends that supervised entities, based on a risk analysis, consider whether
central and significant production systems used for creating services and the know-how for
guiding, maintaining, handling and technically supporting them should be exclusively or
substantially maintained in Finland or whether it is sufficient that they can be returned to Finland
according to pre-planned arrangements.

The FIN-FSA recommends that supervised entities provide standby facilities for ensuring
interbank payments, clearing, settlement and custody of securities, and payment of pensions and
other regular transactions also in situations where critical systems for these functions are not
available in or outside of Finland. In addition, supervised entities should ensure the card payment
infrastructure and the functioning of card certification in Finland.

The FIN-FSA recommends that supervised entities ensure that the paralysis or damage of a
single function in the IT and data communication systems required for creating central services
do not paralyse the whole system. Supervised entities should prepare for disruptions in
international and national data communications by establishing standby facilities.
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(26) The FIN-FSA recommends that IT systems and data warehouses required for creating central
services be geographically separated into at least two places with different risk profiles. Key data
and central functions may be moved within the EU area provided that their lawfulness, security
and availability for achieving the service objectives defined in this guideline are ensured.

(27) The FIN-FSA recommends that supervised entities secure the key data required for creating
services so that the data essential to the continuity of operations can be recovered, if the actual
data processing centres or data therein are destroyed. This type of key data includes at least
basic data on customers and customer contracts, for example personal data, and data on
customers' asset and liability positions. Recovery of data from separate security backup to
generally readable electronic format should be tested.

(28) The FIN-FSA recommends that supervised entities' contingency planning also cover outsourced
activities in as far as core functions and services must be maintained during emergency
conditions. Contingency planning requirements should be taken into account already when
outsourcing contracts are drawn up. Supervised entities subject to contingency planning
requirements should evaluate contingency plans drawn up by external suppliers and ensure that
they meet prevailing requirements. A supervised entity subject to contingency planning
requirements should, for example, test an external supplier's contingency plan in joint trial runs
with the supplier.

(29) The FIN-FSA recommends that supervised entities subject to contingency planning requirements
ensure that they have adequate resources and capacity to maintain their activities in emergency
situations and during severe disruptions. Plans for accessing substitute staff and premises should
also be made in advance. Availability of substitute resources should be ensured in advance for
situations in which a large part of the supervised entity's staff is absent or part of the entity's main
premises, hardware and software have been destroyed, or is not otherwise available, or the entity
is prevented from carrying out business over a large geographic area.

(30) The FIN-FSA recommends that supervised entities subject to contingency planning requirements
should continue their reporting to the authorities also in emergency conditions.

8.4 Emergency plan

(31) An emergency plan is a description of measures, drawn up in advance, by means of which a
supervised entity subject to contingency planning requirements ensures that it can continue its
operations during severe disruptions in normal conditions as well as in emergency conditions.
The emergency plan may be part of the continuity plan, provided that it adequately covers
emergency requirements.

Guideline (paragraphs 32-33)

(32) The FIN-FSA recommends that supervised entities maintain an up-to-date emergency plan.
Supervised entities subject to contingency planning requirements should regularly test and
practice the functioning of the emergency plan. This should be done both separately and together
with the other market participants.

(33) The FIN-FSA recommends that supervised entities subject to contingency planning requirements
should appoint one or several persons to be responsible for updating and disseminating
information on the emergency plan.
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9 Reporting to FIN-FSA
9.1 Reporting of disruptions and faults in operations
(1) By virtue of its regulatory powers referred to in section 2.4, the FIN-FSA issues the following

regulations on regular submission to the FIN-FSA of information on internal control, risk
management and disruptions. (Issued on 23 September 2019, valid from 1 January 2020)

Regulation (paragraphs 2-7)

(2) Supervised entities shall without delay submit an initial report to the FIN-FSA of any substantial
faults or disruptions in services provided to customers and in payment and IT systems.
Substantial disruptions in money transmission and card payments may be, for example,
disruptions and delays affecting a large number of customers. Substantial disruptions also
include disruptions and deviations related to network and information security or disruptions
where customer information has come into the possession of external parties. Disruptions and
faults damaging or jeopardising the supervised entity's capacity to continue its business activities
or fulfil its obligations shall also be reported to the FIN-FSA without delay. (Issued on 23
September 2019, valid from 1 January 2020).

(3) The report must be identified by “information security” if it concerns an information security
deviation and “data protection” if it involves a violation of data protection (Issued on 23
September 2019, valid from 1 January 2020).

(4) Soon after the first report, the supervised entity shall submit a supplementary report to the FIN-
FSA with more detailed information on the disruption, and a final report once the root cause of the
disruption has been identified. (Issued on 23 September 2019, valid from 1 January 2020).

(5) A report shall be submitted at least for the following disruption types: (Issued on 23 September
2019, valid from 1 January 2020)

e IT system intrusions

e exposure of information to unauthorized parties
¢ information security breach

e spreading of malicious software to IT systems

e denial-of-service attacks.

A report shall be submitted only on such occasions of exposure of information to unauthorized
parties, which also shall be reported to the Data Ombudsman. The supervised entity may, if so
decides, to use the same report for both authorities. For denial-of-service attacks only those shall
be reported which affect the availability or reachability of the services.

(6) The following disruptions shall also be reported, if they affect the quality of the services provided
to the customers:

e software failures

e disruptions in telecommunication
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e system downtime
e hardware failures
e delays in money transmission.

(7) Supervised entities providing payment services and persons providing payment services without

authorisation shall report significant operational and security disruptions concerning payment
services to the FIN-FSA, adhering to EBA Guidelines.? Reporting shall cover the information
referred to in the Guidelines, and major incident classifications and reporting deadlines according
to the Guidelines shall be adhered to in reporting. (Issued on 29 January 2018, valid from 1
March 2018)

Guideline (paragraphs 8-10)

(8) The supplementary report may be submitted using a form available on the FIN-FSA website,
disruption form. The form should be sent to the email address hairio@finanssivalvonta.fi.
Supervised entities may also use their own internal reporting models, provided they include the
information required on the FIN-FSA's reporting form.

(9) Significant operational and security disruptions concerning payment services are reported in
accordance with EBA Guidelines. A reporting form is available on the FIN-FSA website. The form
should be sent to the email address hairio@finanssivalvonta.fi. A FIN-FSA disruption form, as
referred to in paragraph (7), need not be sent separately for these disruptions. (Issued on 29
January 2018, valid from 1 March 2018)

(10) The report submitted to the FIN-FSA does not remove the obligation of the supervised entity to
report the exposure of information to unauthorized parties also in accordance with the reporting
obligations of the General Data Protection regulation. (Issued on 23 September 2019, valid from
1 January 2020).

9.2 Annual report on losses from operational risk

(11) The report on losses from operational risk that is to be submitted to the FIN-FSA should be
prepared on the basis of the supervised entity's internal loss reporting. Guidelines on the
reporting of damages due to operational risk are provided in section 4.4.

(12) By virtue of its regulatory powers referred to in section 2.4, the FIN-FSA issues the following
regulation on regular submission to FIN-FSA of information on internal control and risk
management. (Issued on 29 January 2018, valid from 1 March 2018)

Regulation (paragraphs 13-16)

(13) Supervised entities shall, by 28 February, submit an annual report to the FIN-FSA on losses from
operational risk detected in the previous year.

3 EBA Guidelines on Major Incident Reporting under Directive (EU)2015/2366 (PSD2).
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(14) The annual report shall be prepared on the five largest loss events in euro amounts due to
operational risk during the course of the calendar year. However, no report need be prepared on
damages of less than EUR 10,000.

(15) The report shall include at least the following information:
e event description and damage type according to the classifications defined in section 4.4
e information on measures taken in response to the event
¢ information on loss amount as well as on insurance indemnity or other compensations.

(16) The annual report shall be prepared using a form available on the FIN-FSA website, damage
report. The form shall be sent to the email address opriskivahinko@finanssivalvonta.fi.

Guideline (paragraphs 17-18)

17) The FIN-FSA recommends that the central body of the amalgamation of deposit banks submit the
report on losses from supervised entities within the amalgamation, and that the Local Cooperative
Bank Association submit the report on losses from cooperative banks within the association, to
the FIN-FSA.

(18) The FIN-FSA recommends that an annual report be also submitted in case there have been no
losses. (Issued on 23 September 2019, valid from 1 January 2020).

9.3 Annual assessment of operational and security risks of payment services (Issued on 29
January 2018, valid from 1 March 2018)

(19) By virtue of its regulatory powers referred to in section 2.4, the FIN-FSA issues the following
regulation.

Regulation (paragraph 20)

(20) Supervised entities providing payment services and persons providing payment services without
authorisation shall submit annually to the FIN-FSA their assessment of operational and security
risks as well as risk management measures. A free-form risk assessment shall be submitted by
28 February to the email address operatiivinenriski@finanssivalvonta.fi. The first assessment
shall be submitted for 2018 by 28 February 2019.

9.4 Reporting of fraud data related to payment services (Issued on 23 September 2019, valid
from 1 January 2020)

(21) In accordance with chapter 3, section 19b(4) of the Act on Payment Institutions, payment
institutions and persons providing payment services without an authorisation shall provide
statistical data on fraud relating to different means of payment to the Financial Supervisory
Authority. By virtue of chapter 3, section 19b(4) of the Act on Payment Institutions, the Financial
Supervisory Authority may issue further regulations on this reporting obligation. The provision
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also applies, in accordance with chapter 9, section 16(4) of the Credit Institutions Act, to credit
institutions providing payment services.

(22) By virtue of Article 16 of Regulation EU) N:o 1093/2010 of the European Parliament and of the
Council, the European Banking Authority issued “Guidelines on fraud reporting under Article
96(6) PSD2”. (EBA/GL/2018/05)

Regulation (paragraphs 23-26)
(23) Supervised entities providing payment services and persons providing payment services without

authorisation as well as domestic credit institutions providing payment services and foreign credit
institutions’ branches providing payment services in Finland must report data on fraud related to
payment instruments on an MF form available at the FIN-FSA's Jakelu distribution service.
(Issued on 23 September 2019, valid from 1 January 2020).

(24) Payment institutions and credit institutions providing payment services must submit the data to
the FIN-FSA semi-annually by 28 February and 31 August. (Issued on 23 September 2019, valid
from 1 January 2020).

(25) Persons providing payment service without authorisation must report the data annually by 28
February. (Issued on 23 September 2019, valid from 1 January 2020).

(26) Foreign payment or credit institutions’ branch operating in Finland must submit the data to the
FIN-FSA semi-annually by 28 February and 31 August. (Issued on 23 September 2019, valid
from 1 January 2020).

Guideline (paragraph 27)

(27) The FIN-FSA recommends that to the extent there are no binding regulations above in this
chapter 9.4 on the EBA Guidelines referred to above in paragraph (20), parties falling within the
scope of application of this chapter comply with said Guidelines. (Issued on 23 September 2019,
valid from 1 January 2020).

9.5 Applying for an exemption from maintaining a contingency mechanism for a PSD2
dedicated interface (Issued on 23 September 2019, valid from 1 January 2020)

(28) By virtue of Article 16 of Regulation (EU) No 1093/2016 of the European Parliament and of the
Council, the European Banking Authority (EBA) has issued “Guidelines of the European Banking
Authority on the conditions to benefit from an exemption from the contingency mechanism under
Article 33(6) of Regulation (EU) 2018/389” (regulatory technical standard on strong customer
authentication and common and secure open standards of communication) (EBA/GL/2018/07).

Guideline (paragraph 29)

(29) The FIN-FSA recommends that entities and persons falling within the scope of application of
these guidelines comply with the ESA Guideline referred in paragraph (26), which is available at
finanssivalvonta.fi. (Issued on 23 September 2019, valid from 1 January 2020).
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10 Repealed regulations and guidelines

Upon their entry into force, these new regulations and guidelines repeal the following FIN- FSA
standards:

e The FIN-FSA standard 4.4b on management of operational risk
e The FIN-FSA standard RA4.2 on reporting of operational risk events

e Section 9.7 on operational risk management in the FIN-FSA standard 6.1 on the
operations of payment institutions and persons providing payment services without
authorisation

e Section 4.3.4 on reporting of operational risk events in the FIN-FSA standard RA 6.1 on
the operations of payment institutions and persons providing payment services without
authorisation
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11 Revision history

Since their introduction, these regulations and guidelines have been revised as follows:

Issued on 21 April 2015, valid from 1 July 2015

e the reference to the European Central Bank’s Recommendations for the security of
internet payments in sections 2.5 and 7 has been replaced by a reference to the
Guidelines on the Security of Internet Payments, issued by the European Banking
Authority (EBA) on 19 December 2014.

Issued on 6 November 2017, valid from 1 March 2018

e areference to the Guidelines on ICT Risk Assessment under the Supervisory Review and
Evaluation Process (SREP), issued by the EBA on 11 May 2017, has been added to
section 6.1, thereby changing the numbering of chapter 6.

Issued on 29 January 2018, valid from 1 March 2018

e sections 1.1 and 8.1 have been revised to correspond with provisions of the new Act on
the Book-Entry System and Settlement Systems.

e sections 2.1, 2.3, 2.4 and 8.1 have been revised to correspond with the provisions of the
new Act on Trading in Financial Instruments.

e section 8.1 has been revised to correspond with the provisions of the amended
Investment Services Act (ISA).

o the reference to chapter 7, section 23, subsection 1, paragraph 3 of the ISA has been
deleted from section 2.4, because the regulatory power of FIN-FSA included in chapter 7,
section 23, subsection 1, paragraph 3 of the ISA has been repealed in connection with
the national implementation of the Markets in Financial Instruments Directive ((EU)
65/2014, MIFID 1I).

e sections 7 and 9.1 have been revised to correspond with the provisions of the revised
Payment Institutions Act, thereby changing the numbering of the sections.

o references have been added to the EBA’s Guidelines on Major Incident Reporting under
PSD2 and Guidelines on the Security Measures for Operational and Security Risks of
Payment Services under PSD2, thereby changing the numbering of the sections and
adding a new section 9.3

Issued on 23 September 2019, valid from 1 January 2020
e Journal number has been changed (FIVA 22/01.00/2019 instead of FIVA 8/01.00/2014)
e chapter 1.1 has been revised

e chapters 2.1, 2.3, 2.4 and 9.1 have been revised to correspond with the Network and
Information Security Directive ((EU) 2016/1148) and national Acts related to its
implementation
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e chapter 2.2 has been revised to correspond with the Regulation (EU) 2016/679 of the
European Parliament and of the Council on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data

e chapter 2.5 has been revised by including a reference to European Banking Authority
Guideline ((EBA/GL/2018/05) on fraud reporting under Article 96(6) of the PSD2)

e chapter 4.3 has been revised by including a reference to the provisions of chapter 7,
section 7 of the Act on Investment Firms on product governance procedures

e chapter 6.2 has been revised by including a guideline on information security audits for
online services in paragraph (35)

¢ numbering in sections 8.3 and 8.4 has been corrected

e chapter 9.1 has been revised concerning the reporting to the FIN-FSA in terms of
reporting obligations under the GDPR and guidelines concerning the reporting of
disruptions clarified

e chapter 9.2 has been clarified regarding the reporting of losses caused by operational
risks

e chapter 9.4 on the reporting of fraud data related to payment instruments has been added

o regulations related to the collection of fraud data and reporting deadlines have
been added

o reference to Guidelines issued by the European Banking Authority on 18 July
2018 on the reporting of data on fraud related to payment instruments has been
added

e chapter 9.5 on applying for an exemption from maintaining a contingency mechanism for
a PSD2 dedicated interface has been added

o reference to Guidelines issued by the European Banking Authority on 4
December 2018 on the conditions to benefit from an exemption from the
contingency mechanism has been added
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